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OnCommand Insight (OCI) 7.3.16におけるIBM DB2の脆弱性

環境環境

NetApp OnCommand Insight（OCI）7.3.16
IBM DB2 11.5.9（OCI/DWHにバンドル）
OCI 7.3.16を実行しているすべてのサポート対象プラットフォーム

問題問題

OCI 7.3.16を実行している環境に関して、複数のIBM DB2の脆弱性（CAT I、STIGの検出結果）が報告されてい
ます。

STIG検出結果の重大度：CAT I
CVE-2025-36006 - http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-36006
CVE-2025-36131 - http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-36131

'NetApp provides no representations or warranties regarding the accuracy or reliability or serviceability of any information or recommendations
provided in this publication or with respect to any results that may be obtained by the use of the information or observance of any recommendations
provided herein. The information in this document is distributed AS IS and the use of this information or the implementation of any recommendations or
techniques herein is a customers responsibility and depends on the customers ability to evaluate and integrate them into the customers operational
environment. This document and the information contained herein may be used solely in connection with the NetApp products discussed in this
document.'
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CVE-2025-36136 - http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-36136
CVE-2025-36185 - http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-36185
CVE-2025-36186 - http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-36186
CVE-2025-33012 - http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-33012

参照：

IBM Security Bulletin (7250469) - https://www.ibm.com/support/pages/node/7250469
IBM Security Bulletin (7250479) - https://www.ibm.com/support/pages/node/7250479
IBM Security Bulletin (7250484) - https://www.ibm.com/support/pages/node/7250484
IBM Security Bulletin (7250485) - https://www.ibm.com/support/pages/node/7250485
IBM Security Bulletin (7250486) - https://www.ibm.com/support/pages/node/7250486
IBM Security Bulletin (7250487) - https://www.ibm.com/support/pages/node/7250487
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